Section 6: Security Implications and Adoption of Evolving Technology

Figure 6.10 illustrates some points to consider regarding IoT.
Figure 6.10—IoT Dos and Don’ts

Dos
• Preprare a threat model.
• Evaluate business value.
• Holisticaly evalute and manage risk.
• Balance risk and rewards.
• Notify all stakeholders of anticipated usage.
• Engage with business teams early.
• Gather all stakeholders to ensure engagement
and thorough planning.
• Look for points of integration with existing
security and operational protections.
• Examine and document information that is
collected and transmitted by devices to
analyze possible privacy impacts.
• Discuss with relevant stakeholders when,
how and with whom that information will be
shared and under what circumstances.

Don’ts
• Deploy quickly without consulting business or
other stakeholders.
• Disregard existing policy requirements, such
as security and privacy.
• Ignore regulatory mandates.
• Assume vendors (hardware, software,
middleware or any other) have thought through
your particular usage or security requirements.
• Disregard device-specific attacks or
vulnerabilities.
• Discount privacy considerations or “hide” data
that are collected/transmitted from end users.

BIG DATA
Big data is both a marketing and a technical term referring to a valuable enterprise asset—information. Big data
represents a trend in technology that is leading the way to a new approach in understanding the world and making
business decisions. These decisions are made based on very large amounts of structured, unstructured and complex
data (e.g., tweets, videos, commercial transactions) which have become difficult to process using basic database and
warehouse management tools. Managing and processing the ever-increasing data set requires running specialized
software on multiple servers. For some enterprises, big data is counted in hundreds of gigabytes; for others, it is
in terabytes or even petabytes, with a frequent and rapid rate of growth and change (in some cases, almost in real
time). In essence, big data refers to data sets that are too large or too fast-changing to be analyzed using traditional
relational or multidimensional database techniques or commonly used software tools to capture, manage and process
the data at a reasonable elapsed time.83
This change in analytics capabilities dealing with big data can introduce technical and operational risk, and organizations
should understand that risk can be incurred either through adoption or non-adoption of these capabilities.
Technical and operational risk should consider that certain data elements may be governed by regulatory or contractual
requirements and that data elements may need to be centralized in one place (or at least be accessible centrally) so that the
data can be analyzed. In some cases, this centralization can compound technical risk.84 For example:85
• Amplified technical impact—If an unauthorized user were to gain access to centralized repositories, it puts the
entirety of those data in jeopardy rather than a subset of the data.
• Privacy (data collection)—Analytics techniques can impact privacy; for example, individuals whose data are
being analyzed may feel that revealed information about them is overly intrusive.
• Privacy (re-identification)—Likewise, when data are aggregated, semi-anonymous information or information
that is not individually identifiable information might become non-anonymous or identifiable in the process.
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Although there are many benefits of cloud computing, there is risk involved as well. Figure 6.11 lists the benefits and
risk of cloud computing.
Figure 6.11—Benefits and Risk of Cloud Computing

Risk
Market drive for the
cloud
Scalability
Cost-effective
implementation
Timely and effective
updates
Audit and evidence
capabilities

Loss of governance
Lock-in to one provider
Isolation failure
Compliance
Data protection
Customer management
interface compromise
Insecure or incomplete
data deletion
Malicious insider

SOCIAL MEDIA88
Social media technology involves the creation and dissemination of content through social networks using the
Internet. The differences between traditional and social media are defined by the level of interaction and interactivity
available to the consumer. For example, a viewer can watch the news on television with no interactive feedback
mechanisms, while social media tools allow consumers to comment, discuss and even distribute the news. Use of
social media has created highly effective communication platforms where any user, virtually anywhere in the world,
can freely create content and disseminate this information in real time to a global audience ranging in size from a
handful to literally millions.
There are many types of social media tools: blogs (e.g., WordPress), image and video sharing sites (e.g., Flickr
and YouTube), social networking (e.g., Facebook), and professional networking (e.g., LinkedIn). The common link
among all forms of social media is that the content is supplied and managed by individual users who leverage the
tools and platforms provided by social media sites.
Enterprises are using social media to increase brand recognition, sales, revenue and customer satisfaction; however,
there is risk associated with its usage. These are divided into those enterprises with a corporate social media presence
and those whose employees engage in social media.
Risk associated with a corporate social media presence includes:
• Introduction of viruses/malware to the organizational network
• Misinformation or misleading information posted through a fraudulent or hijacked corporate presence
• Unclear or undefined content rights to information posted to social media sites
• Customer dissatisfaction due to an expected increase in customer service response quality/timeliness
• Mismanagement of electronic communications that may be impacted by retention regulations or ediscovery
Risk associated with employee personal use of social media includes:
• Use of personal accounts to communicate work-related information
• Employee posting of pictures or information that link them to the enterprise
• Excessive employee use of social media in the workplace
• Employee access to social media via enterprise-supplied mobile devices (smartphones, tablets)
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